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AHHOTaALS

Hactosmee Ilonoxxenue pa3paboTaHo B IeNX OpraHu3alMd padbOThl ¢ WHIUACHTAMU
uHpopmannonnoit 6ezonacaoctu B 'BOY OOIII c.ITokpoBka.

WHuuaeHt - oAHO COOBITUE WU TPYIIBI COOBITHI, KOTOPbIE MOTYT IPUBECTU K COOSM WU
HApYIICHUIO (DYHKIIMOHUPOBaHUS WHPOpPMAIMOHHON cucteMbl (manee - HC) u (wmm) K
BO3HHUKHOBEHUIO YTrpo3 0€30MacHOCTH MH(POPMAIH, B TOM YUCIIE IEPCOHATbHBIX TAaHHBIX.

1. O0mue monoxXeHus

[Tonoxenne o paboTe C MHOHACHTaMH HWHPOPMAIMOHHONW Oe3omacHOCTH (namee -
[Tonoxenue) pazpaboTaHO B COOTBETCTBUH C:

1) ®enepanbabiM 3akoHOM Poccuiickoit @eneparuu ot 27 urons 2006 roga Ne 152-d3 «O
MePCOHANBHBIX JaHHBIX» (nanee - PenepanbHblil 3aKoH Ne 152-D3);

2) ®enepanbubiM 3akoHOM Poccuiickoit ®enepanuu ot 27 uromnst 2006 roga Ne 149-d3 «O06
uHpopManuu, UHHOPMAILIMOHHBIX TEXHOJOTUSAX U O 3aIUTe UH(OpMALNY;

3) TpeOOBaHMSIMH K 3aIUTE TIEPCOHATBHBIX TAaHHBIX MPH UX 00pabOTKe B MH(DOPMAIIMOHHBIX
cucTeMax MepCOHAIbHBIX JaHHbBIX, YTBEPKACHHBIMU MTocTaHOBIeHUEM [IpaBuTenbcTBa Poccuiickoit
Oenepannn ot 1 HOAO0ps 2012 roma Ne 1119;

4) TpeOOBaHUSMU TIO0 pEATU3allMd Mep, TPEIYCMOTPEHHBIX COCTABOM M COJIEpKAHUEM
OpraHU3alMOHHBIX U TEXHUYECKUX Mep 10 00ecTeyeHn 0 0€30aCHOCTH NePCOHATbHBIX JaHHBIX IPU
ux o0paboTke B MHGOPMAIIMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JAHHBIX, YTBEPKIEHHBIMU MTPUKA30M
OCTIK Poccun ot 18 dpespanst 2013 roma Ne 21;

5) monuTHKoi MHGOPMAIIMOHHOW 0E30MaCHOCTH aIMHUHUCTPALIUH.

PaboTa ¢ uHIMAEHTaMU B 006JacT UH(OPMAIIMOHHON 0€30MacHOCTH IIOMOTAaeT ONpPEIeTUTh
HauOoJiee akTyaJdbHBbIE YIpo3bl WH(OPMAIMOHHOW OE€30MacCHOCTH M CO3/1ae€T OOpaTHYIO CBSI3b B
cucreMe obecriedeHrs HHPOPMAIIMOHHON 0€30MacHOCTH, YTO CIIOCOOCTBYET MOBBIIMIEHUIO OOIIEro
YPOBHS 3alIUTHl THPOPMAITMOHHBIX PECYPCOB U MHPOPMAIIMOHHBIX CUCTEM.

Pabora ¢ uHIMIEHTaMHU BKJIIOYAET B ce0s CIEeIyIONNe HAlPaBICHUS:

1) onpeneneHue I, OTBETCTBEHHBIX 32 BBISBJICHHE UHIUJACHTOB M PearipoOBaHUe HA HUX;

2) oOHapyXeHue, UASHTH(OUKAIMS U PETHCTPALHSI HHIIUACHTOB;

3) cBoeBpeMeHHOe MH()OPMHUPOBAHKE JIHI, OTBETCTBEHHBIX 32 BBISABJICHUE HHIUICHTOB H
pearupoBaHWe€ Ha HHUX, O BO3HHUKHOBEHUM WHUUACHTOB B HH(OPMALIMOHHOW cHCTEME
MOJIb30BATEISIMUA U aIMUHUCTPATOPAMH;

4) aHaJIM3 MHIUICHTOB, B TOM YHCJIC ONpPEACICHUE NCTOYHUKOB U MPUYMH BO3HUKHOBEHHS
MHIIUJICHTOB, a TaK K€ OLIEHKA UX MOCIIeCTBUH;

5) npuHATHE MEp MO YCTPAHSHHUIO MOCIICSICTBUI HHIUICHTOB,

6) IaHUpOBaHUE W TPHHATHE MEp IO NPEJAOTBPALICHUIO ITOBTOPHOTO BO3HUKHOBEHUS
UHIIUJICHTOB.

Jnis ananu3a MHUMACHTOB, B TOM YHCIIE ONIPEIEICHUs] HCTOYHUKOB U PUYMH BO3ZHUKHOBEHUS
UHIMJCHTOB, a TaKXe OILEHKHM WX TOCIEICTBUN; IUIAHUPOBAaHMA W NPUHATHS Mep 10
IPEIOTBPALICHUIO  IIOBTOPHOI'O  BO3HUKHOBEHMS  MHIMJAECHTOB, HA3HA4aeTCsi  IOCTOSIHHO



JIEHCTBYIOMIAs KOMUCCHS 1O padoTe ¢ MHIIMACHTAMH B COOTBeTCTBHH ¢ mpukazoM ['BOY OOI
c.IlokpoBka.

2. OTBeTCTBEHHEIE 3a BBISIBICHHUE HHIUICHTOB U pC€arupoOBaHMEC HA HUX

2.1. B undopmanimoHHbIX CUCTEMAX.

2.1.1. OTBeTCcTBEHHBIMH 3a BhIsABIeHHE HHIMACHTOB B UC sBasroTcs:

1) nuia, umeromue npaso gocrymna k UC;

2) OTBETCTBEHHBIN 3a TeXHHUYECKoe o0cnyxuBanue UC;

3) anmunuctparop UC;

4) anmMuHHCTpaTop HHPpOpMaImonHoit 6e3onacHocT VC.

2.1.2. OTBETCTBEHHBIMU 3a pearupoBaHue Ha UHIUACHTHI B UC sBistoTCs:

1) nuna, umeronMx npaso gocryna k UC;

2) pyKOBOJAUTEIIb TIOPA3/ICIICHUS 3 IMUHUCTPAIIUH, B KOTOPOM BBISIBIICH UHIIU/ICHT;

3) oTBEeTCTBEHHBIH 3a TexHHUYecKoe obcmyxkuBanue UC;

4) anmunuctparop UC;

5) agmunHmECcTpaTop HHPpOpMaImonHoii 6e3omacuoctu UC;

6) OTBETCTBEHHBIN 3a OpraHU3aINi0 00Pa0OTKU MEPCOHAIBHBIX JAHHBIX aIMUHUCTPAIMH, B
ciyuae, eciii C aBnsercss ”HGOPMAIIMOHHOMN cHUCTEMOM MepcoHalbHbIX TaHHBIX (Hanee - UCIIn);

2.2. Bue nH()OpMAIIMOHHBIX CUCTEM.

2.2.1. OTBETCTBEHHBIMHU 3a BbIABJICHHEC HHIMACHTOB BHe MC sBisitoTCS BCe paOOTHHKHU
aJIMUHUCTpAIUH.

2.2.2. OTBETCTBEHHBIMU 32 pearupoBaHue Ha NHIMIEHTHI BHe VC sBistoTCS:

1) paOOTHHK aIMUHHUCTpAIMU, OOHAPYKUBIIHIA UHIIUICHT;

2) pyKOBOJUTEITb TIOPA3/ICIICHUS a IMUHUCTPAIIUH, B KOTOPOM BBISIBJICH UHIIU/ICHT;

3) OTBETCTBEHHBIN 32 OPraHU3AIMI0 00PAOOTKH MEPCOHATBHBIX JAaHHBIX aAMHHHCTPAIMH, B
ClIy4ae, €CJIi CYIIECTBYET yrpo3a 0€30MacHOCTH MePCOHAIbHBIX JTAHHBIX;

4) npeacenaresib KOMUCCHH 110 paboTe ¢ MHIIUICHTAMH.

3. O6HapyxeHue, nAeHTU(UKALUSA U PErUCTpalys UHIIUICHTOB

3.1. Pabota mo oOHapy>K€HHIO WHIIMJIEHTOB B 00JacTH HMH(OPMAIIMOHHON 0€301MacHOCTH
BKITIOYAET B ce0sl MEPONIPUATHS, HAIIPABJICHHBIC Ha!

1) BBIIBTICHHWE WHIMJCHTOB B 00JacTH WH(OPMAIMOHHOW OE€30MacHOCTH C TOMOIIBIO
TEXHUYECKHUX CPEJICTB;

2) BBISIBIICHHE WMHIUJACHTOB B 00JacTH WH(POPMAIIMOHHOW 0E30macHOCTH B XOe
KOHTPOJIbHBIX MEPOTIPUATHI;

3) BBISIBIICHHE MHIIUICHTOB C TIOMOIIIBI0 PAOOTHUKOB aIMUHUCTPAITHH.

3.2. PaboTa no uaeHTU(UKANMKA WHIUIESHTOB B 00JacTH MH(OPMAIIMOHHON 0€30MacHOCTH
BKITIOYAeT B ceOsi MEpOTPUSTHs, HANpaBJICHHbIC Ha JIOBEIEHHE 10 PaOOTHHUKOB aJIMUHUCTPAINU
UH(OpMaIINH, TO3BOJIAIONIEH UASHTU(PUIIUPOBATH MHIUACHTHI.

3.3. Peructpanuio HMHIMACHTOB OCYIIECTBISET CEKpPEeTapb KOMHUCCHHM TI0 pabdoTe ¢
UHIMJCHTAMU B JKypHaJIe PErHCTpaldd HHLIUACHTOB HMH(pOpMaIMOHHON Oe3zomacHoctu. dopma
KypHaia yreepxkaaercs npukazom ['bOY OO c.ITokpoBka.

XpaHeHHe >KypHajla OCYIIECTBISIETCS B MECTax, MCKIIOYAIONMX JOCTYH K >KypHaILy



MOCTOPOHHHUX  JIMII. H(ypHa.H XPaHUTCA B TCUCHHUC 5 Jer mocie 3aBCPUICHUA BCACHUS.
OTBETCTBEHHLIH 3a XpaHCHHUEC BEACHHUE U XPaHCHHUE XXypHaja - Mpeaceaarciib KOMUCCHUHU I10 pa60Te C
HMHIOUACHTaMU.

4. NapopmMupoBaHue 0 BOSHUKHOBEHHH WHITHJICHTOB

Paborauk amMuuucTpanuu (mois3oBatens VC), oOHapyxuBmumid naimaeHtT B UC, momxeH
HEe3aMe/UIUTEIbHO, JIIOOBIM JIOCTYIHBIM CIIOCOOOM, COOOIINUTh 00 MHIUACHTE HEMOCPEICTBEHHOMY
pykoBomuTento, aamuuuctparopy MC, aamunuctpatopy uHpopmannoHHoit Oesomacuoctu UC,
OTBETCTBEHHOMY 3a OpraHH3alui0 00padOTKHU MEPCOHATBHBIX JAaHHBIX aJIMUHUCTpALUU (B ciyyae
eciu UC sBiissercs UCIT/IH), npencenarento KOMUCCUU IO pabOTe ¢ MHITUICHTAMHU.

Anmunuctpatop UC, B cimyuae HeoOxomumoctu, uHPOpMmHUpyeT mnonb3oBareneit MC o
BO3HUKHOBEHUHU UHIIMJICHTA U TAeT YKa3aHUs 110 AabHEHIINM JEHCTBUSIM.

5. AHanu3 HHIMAEHTOB, a TAK)XKE OLIEHKA UX ITOCIEICTBUMN

AHanu3 WHIMICHTOB, B TOM YHUCIIE ONpeJelieHHe MCTOYHUKOB U NPUYMH BO3HHKHOBEHUS
MHIMJICHTOB, a TAK)KE OLEHKY UX MOCIEICTBUI OCYIIECTBIISIET KOMUCCHS 1O paboTe C MHIIUACHTaAMU
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

5.1. McTouHnkaMu ¥ IpUYMHAMHI BO3HUKHOBEHHUSI HHIUACHTOB B 00JIACTH HH(POPMALIMOHHOM
0€30MacCHOCTH SIBIISIOTCSL:

1) neWicTBHs OpraHU3AIUI U OTIEILHBIX JIUI], BPaXIcOHbIC HHTEPECaM aIMUHUCTPALIUH;

2) OTCYTCTBHE TMEPCOHAJIBHOW OTBETCTBEHHOCTH pPAOOTHUKOB aJIMUHHUCTPALUM M WX
pyKoBoAMTENEH 3a oOecrieueHre WH(OPMAIMOHHOW O€30MacHOCTH, B TOM YHCIIE MEPCOHATHHBIX
JTAHHBIX;

3) HemocTaTtouHas paboTa € MEPCOHATIOM IO OOECHEYCHUIO HEOOXOIMMOTO peKHMa
coOuroIeHHs KOH(UAECHIINATFHOCTH, B TOM YHCIIE TIEPCOHANBHBIX JIaHHBIX;

4) OTCYTCTBHE JUCUUIUTMHAPHON MOTHBAIllMM COOJIOJICHHUS TpaBWI H  TpeOOBaHMil
nH(pOpMaIMOHHOM 0€30MaCHOCTH;

5) HemocTaToOYHAs TEXHUYECKash OCHAIIEHHOCTh IO/PA3JCCHUM, OTBETCTBEHHBIX 3a
obecrnieuenre MHPOPMAITMOHHOMN O€30MaCHOCTH;

6) coBMmernieHre (QYHKIUA MO pa3padOTKE W COMPOBOKACHUIO WM COIPOBOXKICHHIO H
KOHTPOJTIO 32 HH()OPMAIIHOHHBIMU CUCTEMAaMHU;

7) HaIM4MEe TPUBUICTUPOBAHHBIX OCCKOHTPOJIBHBIX II0JIb30BaTeNIeil B MH(POPMAIIMOHHOW
CHUCTEME;

8) mpeneOpexxeHne TpaBWIaMH W TPeOOBaHMSMH HMH(OPMALMOHHON 0€30macHOCTH
pabOTHUKAaMU aIMUHHUCTPALIUY;

9) 1 Apyrue NpUYHHBL

5.2. OnleHKa TOCNEACTBUNA MHUUACHTAa MPOU3BOJUTCS HA OCHOBAHUU IOTEHLUUAIBHO
BO3MOYKHOTO MJIH (haKTHIECKOTO yIepoa.

6. [IpunsTHE MEp 1O YCTPAHEHUIO MOCIEICTBUN UHIIUICHTOB

Mepbl 10 yCTpaHEHHIO MOCIEACTBUI HHIUACHTOB BKIIOYAaeT B CeOSl MEpONmpHsTHS,
HAIPaBIICHHBIC HA!



1) onpesienicHre TPAHUI] WHIMACHTA M yiiepOa OT peain3aldd yrpo3 HH()OpMAaIMOHHOU
0€30I1aCHOCTH;
2) TUKBUIAIIMIO MTOCICICTBUI HHIMICHTA U TIOJHOE JTH0O0 YaCTUYHOE BO3MEIICHHUE yiepoa.

7. IlnanupoBaHue U NPUHATHE MEP 110 MPEAOTBPAILEHUIO HHIUJACHTOB

7.1. [InanupoBaHue W MPHUHATHE MEP MO IMPEAOTBPALIECHUIO BO3HUKHOBEHMSI MHIMIEHTOB
OCYILLECTBIIIET KOMHUCCUSI TO pPaboTe ¢ MHUUACHTAaMM HMH(OPMAIMOHHONW O0€30I1aCHOCTH U
OCHOBBIBACTCS Ha:

1) mIaHOMEpPHOM [IESITEbHOCTH IO TOBBIIICHUIO YPOBHS OCO3HaHHS HH(POPMAIMOHHON
0€30MacHOCTH PYKOBOJCTBOM U PAOOTHUKAMH aIMUHUCTPALIUU;

2) MPOBEICHUH MEPOINPHUATHI 1O OO0YYEeHHIO PAOOTHUKOB aIMHHUCTPALMU TMpaBHJIaM H
croco6am paboThI CO CPeICTBAMU 3aIUTHI MH()OPMALIMOHHBIX CUCTEM;

3) moBeseHUM 70 pPabOTHMKOB HOPM 3aKOHOJAATEIbCTBA, BHYTPEHHHUX JOKYMEHTOB
aIMUHHUCTpAIlMK,  YCTAHABIMBAIOIIMX  OTBETCTBEHHOCTh  3a  HapylleHHe  TpeOoBaHUM
nH(pOpMaIMOHHOM 0€301MacCHOCTH;

4) pa3bsICHUTEIBHOW pPabOTe C YBOJBHSIOIIUMHCSA pPAOOTHUKAMH H  PaOOTHHKAMH,
MPUHUMAEMBIMU Ha padoTy;

5) cBOeBpEeMEHHOI MOICPHHU3AIIMN CHCTEMbI 00ecIieueHusT HH()OPMAIMOHHOW 0€301aCHOCTH,
C y4ETOM BO3HUKHOBEHHS HOBBIX YIPO3 HH(POPMALMOHHOM 6€3011acHOCTH, JIN0O B CITydae H3MEHEHUS
TpeOOBaHUN PYKOBOISIIUX JOKYMEHTOB II0 OpraHU3alu oOecreueHuss HWHPOPMAIUOHHON
0€30I1aCHOCTH;

6) cBOeBpeMEHHOM OOHOBIICHHU MPOTPAMMHOT0 OOECIICUCHHUs, B TOM YHUCIe 0a3 CUTHATYp
AQHTHBHPYCHBIX CPEJICTB.

7.2. Pabota ¢ mepcoHaIoM.

Kak npaBuio, caMbIM c1a0bIM 3B€HOM B JII000H crucTeMe 0€30MacHOCTH SIBISIETCS YENIOBEK.
[TosTOMy paboTa C IepCOHANIOM SBIISIETCSI OCHOBHBIM HAIPABICHUEM JICATEIBHOCTH IO 00ECTICYEHUTO
TpeboBaHuil MHGOPMAIIMOHHON O€30MaCHOCTH.

B pabote ¢ mepcoHaioM OCHOBHOHM YIOp JOJDKEH JeNaThCsl He Ha HaKa3aHue pabOTHHKA 3a
HapylmeHus B 00JIacTM HMH(OpMaIMOHHONW O0e30MacHOCTH, a Ha TOOLIPEHHE 3a HajJekallue
BBHITIOJTHEHHE TpeOoBaHUI MH(OPMAIIMOHHOW 0E30MacCHOCTH, MPOSBICHUE JTUYHOW WHUIIMATUBHI B
YKPEIUIEHUU CUCTEMBI HH(POPMAITMOHHON GE€30IaCHOCTH.

[lepconan agMUHHUCTpAIUU SBISIETCS BAKHBIM HMCTOYHUKOM CBEICHHH 00 HMHIIMIEHTaX
UH(POPMALIMOHHOM 6€30MaCHOCTH, MOATOMY HEOOXOIMMO JIOHECTH JI0 paOOTHUKOB MH(POPMALIUIO O
TOM, 4TO ONIEPATHBHO MPEIOCTABICHHbIE CBEICHUS 00 MHIUCHTE HHPOPMALIMOHHON 6€3011acCHOCTH
SBIISIIOTCS. OCHOBAaHUEM [UIsl CMSATYEHHs JMOO OTMEHBI HakKa3aHHUsS 3a HapylleHHe TpeOOBaHMIA
UH(POPMALIMOHHOM 0€30MacHOCTH.
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