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1. O6uue mo10xKeHus

1.1. Hacrosmee Ilomoxkenne 00 00paOOTKE NEPCOHANBHBIX JAaHHBIX YCTAHABIMBACT
pOLEAYpPbl, HAIIPABJICHHBIC HA BBISBIICHUE U ITPEIOTBPALICHIE HAPYILICHUH 3aKOHOJATeIbCTRA
Poccwuiickoit @enepaiuu B cdepe MEpCOHATBHBIX JAHHBIX, a TAKXKE OMPEICNISIONING IS
KOKIOW 1enu o0pabOTKM TMEepCOHANBHBIX JaHHBIX COJEp)KaHHe 00pabaThiBaeMBbIX
NEPCOHANBHBIX JAHHBIX, KaTerOPUH CYOBEKTOB, NEPCOHANbHbIE JAHHBIE KOTOPBIX
00pabaThIBatOTCs, CPOKHU UX 0OPaOOTKH U XPAHEHUS, TOPSIOK YHUUTOKESHUS IIPU JOCTHIKEHUU
neneit 00pabOTKY WM MPU HACTYIUICHHH MHBIX 3aKOHHBIX OCHOBaHUH (nanee — [lonoxenue).
O6pabotka nepconanbHbIX JaHHBIX B ' BOY OOII c.ITokpoBKa BEIIOJHSETCS ¢ UCIOJIB30BAHUEM
CPEACTB aBTOMATH3allMM WM 0e3 HCIOJb30BAHMS TAKUX CPEJICTB, BKIOYass cOOp, 3amucCh,
CUCTEMAaTH3aINI0, HAKOIJIEHUE, XpaHeHHe, YTOUHeHHe (OOHOBICHHE, U3MEHEHHE), U3BIICUCHHE,
UCIIOJIb30BaHue, Iepenady (pacnpoCTpaHEHHE, NPENOCTaBIEHUE, JOCTYI), OOe3IMYUBaHUE,
OJIOKMpOBaHUE, yNaJeHHE, YHUYTOKCHUETIEPCOHANBHBIX JIAHHBIX CYOBEKTOB, IE€PCOHAJIbHBIC

JaHHble KOTOpbIX oOpabarteiBatoTcst B [ BOY OO c.ITokpoBka.

1.2.TTonoxenue paspadoTtano B cootBeTcTBUU ¢ DenepanbubiM 3akoHOM oT 27.07.2006
No 152-®3 «O nepconanbHbIX JaHHBIX) (naiee — OenepanbHblii 3aKoH), 1. 14 TpynoBoro
kojnekca Poccutickoit deneparuu ot 13.12.2001 Ne 197-D3.

1.3. Cybbekramu MIEPCOHAIIBHBIX JTAHHBIX SBIISIOTCS
corpyanuku 'bOY OO c.ITokpoBka, rpaxknane Poccuiickoit @eaepannu.

2. Hensimu IoJiosKeHns ABJISIIOTCS:
a) obecrieueHHe 3alIMTHI MpPaB U CBOOOA MpH 00pabOTKe MEePCOHATBHBIX JaHHBIX
corpyaaukoB 'bOY OOII c.IlokpoBka.

0) ycTaHoBieHue oTBeTcTBeHHOCTH coTpyAHUKOB ' BOY OOIII c.ITokpoBka 3a HEBBIIOJIHEHHE
HOPMAaTUBHBIX IIPABOBBIX aKTOB, PETYIHPYIOMINX 00pabOTKY U 3alIUTY EPCOHANTbHBIX TAHHBIX.

3. Tlpouexypbl, HANPABJIEHHbIE HA BHISABJICHAE U NPEI0TBPAILEHAE
HapyumeHui 3akoHoaarenbcrsa Poccuiickoit ®@enepannu B cepe nepcoHaIbLHBIX
JAAHHBIX:

a) OCYIIECTBJICHNE BHYTPEHHETO KOHTPOJISI COOTBETCTBUS 00PaOOTKU MEPCOHATIBHBIX TaHHBIX
CDG)IepaJ'II)HOMy 3aKOHY W INPUHATBIM B COOTBCTCTBHU C HUM HOPMATHBHBIM IIPABOBBIM aKTaM,
TpeOOBAaHUAM K 3aIIUTE EPCOHATBHBIX JAHHBIX;
0) oneHka Bpeda, KOTOPbIH MOXKET OBbITh NMPUYMHEH CYObEKTaM MEepPCOHANbHBIX JITAHHBIX B
cinyyae HapyuieHus: denepaabHOrO 3aKOHA, COOTHOILLIEHUE YKAa3aHHOI'O Bpela U IPUHUMAEMBIX
Mep, HalpaBJIeHHBIX Ha oOecreueHne BBIIOJHEHHUS 00s13aHHOCTEN OnepaTopa MepCOHAIbHBIX
JAHHBIX, IIPEAYCMOTPEHHBIX DefepanbHBIM 3aKOHOM;

B) o3HakomiieHHe coTpyaHukoB 'bOY OOI c.IlokpoBka HEMOCPEACTBEHHO OCYIIECTBISIOLINX
00paboTKy MepCOHANBHBIX JaHHBIX, C TIOJOXKEHUSIMH 3aKOHO1aTenbCcTBa Poccuiickoit
®denepalyiv 0 NEPCOHABHBIX JAHHBIX, C TPEOOBAHUAMH IO 3aIIUTE NEPCOHAIBHBIX JaHHbIX.

4. B ciydae BbISABIEHHS HEPABOMEPHOI 00PabOTKH MEPCOHATBHBIX JAHHBIX,
OCYIIECTBIISIEMON OIEPAaTOPOM TEPCOHAIBHBIX JaHHBIX, OIEPAaTOp IEePCOHATBHBIX
JTAHHBIX BCPOK, HE MPEBBILAIONIMKA 3 pabounx JHS ¢ JaThl BHISIBICHUS HEIPAaBOMEPHOM
00paboTKK MEpPCOHATBHBIX JaHHbBIX, 0053aH MPEKPATUTh HENPAaBOMEPHYIO 00paboTKy
NEPCOHANBHBIX JAHHBIX WM OOECHEeYUTh MPEKpaIIeHUE HEeNpaBOMEPHOH 00paboTKH
NEePCOHAIbHBIXJAHHBIX.

B cnyuae, ecnii o0ecrieynTh IPaBOMEPHOCTh 00PaOOTKU MEPCOHABHBIX JAHHBIX HEBO3MOXKHO,
OTIEpaToOp MEPCOHANBHBIX JAHHBIX B CPOK, HE mpeBblmaromuidi 10 pabouynx mHEH ¢ aarel
BBISIBJICHHSI HEIIPAaBOMEPHON 00pabOTKM MEPCOHATBHBIX JaHHBIX, 00s13aH YHUUYTOXUTH TaKHe
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NepCOHANbHbIC JaHHBIC WM 00eCHeunTh X yHH4ToKeHHe. O0 yCcTpaHEeHHH HEeTpaBOMEPHOM
00pabOTKH MEPCOHANBHBIX JaHHBIX WJIM 00 YHUYTOXXKEHUH ME€PCOHAIBHBIX JAaHHBIX OIEpaTop
NEPCOHANBHBIX JaHHBIX O00s3aH YBEIOMUTh CYyOBEKTa MEPCOHAIBHBIX JAaHHBIX WM €ro
[IPEACTaBUTEIIS.

5. B cimyuae mocTkeHus 1end 00pabOTKU EPCOHANBHBIX JaHHBIX ONEPATOP
NEPCOHANBHBIX JaHHBIX 00f3aH INPEKPAaTUTh OOPAaOOTKY MEPCOHAIBHBIX HAHHBIX U
YHUYTOXXUTh MEPCOHAJTIBHBIC JIaHHBIE B CPOK, He mpeBbimaonmii 30 pabounx aHel c
JIaThl TOCTHXKEHUS 1€ 00pabOTKH NEPCOHATIBHBIX JAHHBIX.

6. B cinyyae oT3biBa CyOBEKTOM MHEPCOHANBHBIX JAHHBIX COIJIACHMS Ha
00paboOTKy CBOMX IEPCOHAIBHBIX JAHHBIX ONEPATOP MEPCOHAIBHBIX JAHHBIX 005A3aH
pEeKpaTUTh 00PaOOTKY NMEPCOHATBHBIX JAaHHBIX U YHHUTOXHUThH MEPCOHATIBHBIC TAHHBIE
B CPOK, HE IPEBBIMIAIOIINNA TpU pabouux AHS C JaThl MOJYYEHUs YKAa3aHHOTO OT3bIBA.
OO0 yHMUTOKEHUU NIEPCOHAIBHBIX JaHHBIX ONEPATOP EPCOHAIBHBIX JaHHBIX B TEUEHUU
Tpex pabouux JIHeH 00s3aH yBEJOMUTh CYOBbEKTa EPCOHAIBHBIX TaHHbIX.

7. B ciydae OTCYTCTBHS BO3MOKHOCTH YHHYTOXKEHHS EPCOHATBHBIX JAHHBIX
B TEUYEHHUE CPOKOB, yKa3aHHBIX B NyHKTax 7 — 9 IlpaBui, omeparop nepcoHaibHBIX
JAHHBIX OCYIIECTBIISIET OJIOKMPOBAaHME TAKUX MEPCOHAIbHBIX JIAHHBIX, 00ECIeUynBaeT
YHAYTO)KCHUE TEPCOHATBHBIX ITAHHBIX B CPOK 10 6 MecsieB, €Cclu WHOW CpPOK HeE
YCTaHOBJICHICHCTBYIOIIMM 3aKOHOAATENIbCTBOM Poccuiickont denepanuu.

8. XpaHeHue nepcoHaNbHBIX JAHHBIX JOIKHO OCYHIECTBIATHCA B (hOpMe,
HO3BOJISIOIIEH ONPENeNuTh CyObeKTa EPCOHATIbHBIX JaHHBIX, HE JI0JIbLIE, YEM 3TOr0
TpeOyIOT 1IeJIM XpaHEHUs IEPCOHANIbHBIX JaHHBIX, €CIM CPOK XPaHEHUS EPCOHAIbHBIX
JIAHHBIX He ycTaHOBJIeH DenepallbHbIM 3aKOHOM.

OO6pabaTbiBaeMble ITepCOHATIbHBIE JaHHbIE MOAJIEKAT YHUUTOXKEHHUIO JINO0 00€3TMUNBaHUIO IO
JOCTHKEHUH 11e1el 00pabOTKH MepCOHANbHBIX JAHHBIX WIH B CIIy4yae yTpaThl HEOOX0IMMOCTH
B JJOCTHKEHMH 3THUX LIEJIEH, €CIIM NHOE HE IPELYCMOTPEeHO DefepanbHbIM 3aKOHOM.

9. OO6paGoTka mNepCOHANbHBIX JAHHBIX B  HMHPOPMAIMOHHBIX  CHCTEMAx
I'bOY OOII c.llokpoBka (nmamee — UHGOPMALMOHHBIE CHCTEMBI
MEPCOHATBHBIX JJAHHBIX ) OCYIIECTBISIETCS B COOTBETCTBUU C IIOCTAHOBICHUEM
[IpaButensctBa Poccuiickoit @eneparuu ot 01.11. 2012
Ne 1119 «O6 yTBepx)aeHnN TpeOOBAHMIA K 3alIUTE IEPCOHANBHBIX JaHHBIX IPH UX 00paboTKe
B MH(OPMAILIMOHHBIX CUCTEMAaX NMEPCOHABHBIX JAHHBIX .

10. O6ecneuenne 6e30MaCHOCTH IEPCOHATBHBIX JAHHBIX B HHPOPMAIIMOHHBIX
cucTeMax NepCOHANbHBIX JaHHBIX IOCTUTAETCS ITyTEeM:

a) ompeaeNieHus yrpo3 O€30MacHOCTH TMEePCOHAIBHBIX JAaHHBIX MPU HX 00paboTke B
UH(POPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX 1aHHbBIX;
0) IpUMEHEeHHs OpPTraHW3AIMOHHBIX M TEXHUYECKHX Mep IO 00ecredeHur0 0e30macHOCTH
NEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe B MHPOPMALMOHHBIX CHCTEMax MEPCOHAIbHBIX
JTAHHBIX;
B) NMPUMEHEHUS MPOIICIIINX B YCTAaHOBIEHHOM TOPSAKE MPOIENypPy OIEHKH COOTBETCTBHS
CpPEeZCTB 3allUThl HH(POPMALINH;
r) OuneHKM HPQPEeKTUBHOCTH MPUHUMAEMBIX Mep 10 obecredeHuo 0e30MacHOCTH
NEePCOHANBHBIX JAHHBIX J0 BBOJA B HKCIUTyaTal[MI0 HH(POPMALMOHHBIX CUCTEMIIEPCOHAIBHBIX
JTAHHBIX;
1) ydeTa MallliHHBIX HOCUTEIEH MepCOHATbHBIX TAaHHBIX;
€) oOHapyxeHUs (DAKTOB HECAHKIIMOHHPOBAHHOTO JOCTyMa K TEPCOHAJIbHBIM JTaHHBIM H
HNPUHATHEM MEp MO MPEKPaIEHUIO HECAHKITMOHUPOBAHHOTO IOCTYTIA;
’K) BOCCTAQHOBJICHHSI TEPCOHAIBHBIX JAaHHBIX, MOAW(MHUIMPOBAHHBIX WM YHHYTOKCHHBIX
BCJIEJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;
3) YCTAQHOBJEHHUS TpaBWI JocTyna (Hapojib, JOTUH WM Jp.) K NEPCOHAIBHBIM JaHHBIM,
oOpabaTbiBaeMbIM B HMH(OPMAIIMOHHBIX CHCTEMax IE€PCOHATBHBIX JAaHHBIX, a TaKxKe



oOecrieyeHHsT PEerucTpali M ydeTa BCEX MACWCTBUM, COBEPIIAEMBIX C MEPCOHAIBHBIMU
JAHHBIMH B MH(POPMALIMOHHBIX CUCTEMAX NEPCOHAIBHBIX JaHHBIX.

11. Corpymuuxkun  TBOY  OOIIl  c.IlokpoBka, HMEMOIMME  AOCTYNl K
MH()OPMAIMOHHBIM CHCTEMAM MEPCOHANBHBIX TAHHBIX, 00S3aHbI:

a) NPUHUMATh MEphl, MCKIIOYAIOIIME HECAHKLMOHUPOBAHHBIA JOCTYNl K MCIIOJIb3yEMbIM
IPOrPaMMHO-TEXHUYECKUM CPEICTBAM;

0) BECTH y4eT 3JEKTPOHHBIX HOCUTENICH MH(POPMALIUH, COACPIKALINX MEPCOHATBHBIC JaHHBIC,
U OCYIIECTBIIATh UX XpaHEHUE B METAJUIMYECKUX IIKadax uiam cerdax;

B) NPOM3BOJIUTH 3alMCh INEPCOHAIBHBIX JAHHBIX (OTAETBHBIX (aiioB, 0a3 JaHHBIX)HA
JJIEKTPOHHBIE HOCHUTENM TOJIBKO B CIy4asX, PErIaMEHTHPOBAHHBIX MOPSAKOM palboThI €
NIEPCOHAILHBIMU JIaHHBIMY;

I') cCOOJII0AaTh YCTAHOBJIEHHBIN MOPSAIOK U IPABUJIA 10CTYNA B HH(OPMALIMOHHBIE CUCTEMBI, HE
JIOITyCKaTh Tepenavyy IMepCOHATBHBIX KOAOB M TMapojed K HH()OPMAIMOHHBIM CHCTEMam
HEPCOHAIbHBIX JAHHBIX;

1) IPUHUMATh BCE HEOOXOAMMBIE MEPHI K HAJIe)KHON COXPAHHOCTH KOJIOB U IapoJiel J1ocTyna
K MH(OPMALMOHHBIM CUCTEMaM ME€PCOHAIIbHBIX JTAaHHbIX;

e) paboraTh ¢ MHPOPMALMOHHBIMUA CHCTEMaMH MEPCOHAIBHBIX JAHHBIX B 00BEME CBOMX
IIOJIHOMOYHH, HE I0IyCKaTh UX MPEBbIILICHUS;

) 00agaTh HaBBIKAMU PAa0OTHI C AaHTUBUPYCHBIMH MIPOTPaMMaMu B 00beMe, HEOOXO0AUMOM
JUIs BBITTOJIHEHUS (DYHKIIMOHAIBHBIX 00513aHHOCTEH U TpeOOBaHUN 10 3a1uTe HHPOPMALIUH.

12. IIpu pa6ore corpynuukos I'BOY OOI c.ITokpoBka B MH(POPMALMOHHIX

CUCTCMAaX NCPCOHAIBHBIX JAaHHBIX 3allPpCIIacTCA:

a) 3aMMchIBaTh 3HAUEHUS KOJOB M MapoJjiei JocTymna K HHGOPMAIMOHHBIM CHUCTEMaM
NEPCOHATIbHBIX JaHHBIX
0) nepenaBaTh KOOl W Tapoiaud  JocTynma K

MH(}OPMaLMOHHBIM CHCTEMAMIIEPCOHAIBHBIX JaHHBIX IPYTUM
TUIaMm;
B) TOJIb30BAaThCsl B pabOTe KOJaMHM U TAPOJISIMU APYTHX TMOJIB30BATENCH TOCTyMa K
UH(OPMALIMOHHBIM CUCTEMAaM MEPCOHATBHBIX TAaHHBIX;
') MPOU3BOAUTH MOI00P KOAOB U Mapoiei noctyna K WHGOOPMAIMOHHBIM CHCTEMaM
MEPCOHANIBHBIX JAHHBIX JPYTUX MOJIb30BATENEH;

) 3aMMChIBaTh Ha  DJEKTPOHHBIE HOCHUTENH c
[IEPCOHAJIbHBIMU JAHHBIMUIIOCTOPOHHUE ITPOTPAMMBI U JIAHHBIE;
e) KOMUPOBATh uHpopmaIuio C TEepCOHAIbHBIMU JaHHBIMM  Ha

HEYUYTCHHBIEDJIEKTPOHHbBIE HOCUTENN NHGOPMAITUH;
) BBIHOCUTH JJIEKTPOHHBIE HOCUTENN C MePCOHATBHBIMU JaHHBIMU 3a MPEJeNbl TEPPUTOPHUH
I'bOY OOII c.ITokpoBka;

3) MOKUJIaTh pabodee MEeCTO ¢ BKIIOYEHHBIM NEPCOHATIBHBIM KOMIIBIOTEPOM 0€3 MpUMEHEHUs
anmapaTHbIX MM MPOTPAMMHBIX CPEICTB OJOKHUPOBAHMA, JOCTyNa K MEPCOHATBHOMY
KOMITIBIOTEPY;

M) TPUHOCUTH, CAMOCTOSITEIbHO YCTAHABIMBaThb U OKCIUIyaTHUpPOBAaThb Ha MEPCOHAIBHOM
KOMIIBIOTEpE JF00BIE TPOrPaMMHBIE MPOIYKTHI, HE IPUHATHIE KOKCIUTyaTalllH;

K) OTKpbIBaTh, pa30upaTh, pPEMOHTUPOBATH NEPCOHAIBHBIE KOMITBIOTEPHI, BHOCUTH U3MEHEHUS
B KOHCTPYKIUIO, TIOJKIIOYaTh HEIITATHBIE OJIOKH U yCTPONCTBA;

0) mepenaBaTh HH(OPMAIIHIO, COACPKAIIIYIO IEPCOHATILHBIC TAHHBIE, MOJIeKAIINE 3AIIUTE, 10

OTKPBITBIM KaHaJaM CBsI3H ((paKCUMHWIIbHASI CBS3b, DJIGKTPOHHAS I0YTa W HMHOE), a TaKKe

WCIIONIb30BaTh CBEJCHUS, COJICpIKAIINE TEPCOHANBHBIC aHHBIC, MOJUICKAIIUE 3allUuTe, B
OTKPBITOH MIEPENICKE U TIPU BEICHUH IIEPETOBOPOB IO TeIe(oHYy.

13. C6op, cucremaTusauuio, HAKOIUIEHHE, XpaHEHHE, OOHOBJICHME,

W3MEHEHUE, Nepeaady, YHUITOKEHne (fnanee — o0padoTka) JOKYMEHTOB PaOOTHUKOB,

COJIepKalINX TMepPCOHANbHBIC JaHHBIE HAa OYMa)XHOM HOCHTENE, OCYIIECTBISIOT



corpynnuku I'BOY OOUI c.IlokpoBka B coorBerctBuu ¢ ri1.14 TpynoBoro Kogekca
Poccuiickoii ®enepannm.

14. Bce nepconanbHble JaHHBIE JOJKHBI OBITH MOMYYEHBI HEMOCPEACTBEHHO
ot cotpyauukoB_I'BOY OOIL c.IlokpoBka.

15. JloxymenTsl, comepikaline nepcoHaabHbIE JAHHbIE, YHUITOKAKOTCS ITyTEM
U3MeNbYEeHUs B OyMarope3arebHON MallluHE.

16. Ipu cmeHe COTpyAHMKA, OTBETCTBEHHOIO 3a Y4YeT JOKYMEHTOB Ha
OyMa)KHOM HOCHTEJIC, COJEPIKAIINX ITePCOHAIBHBIC TaHHBIC, COCTABIISACTCS aKT IIpHeMa-
CIaYM ATUX MATEPUAIIOB, KOTOPBIA YTBEPKIAAETCS PYKOBOJAUTEIEM.

17. TIpu paGore ¢ JOKyMEHTaMM Ha OyMa)KHOM HOCHTEJE, COAEpPKAIUMH
MIePCOHAJIbHBIC JaHHBIC, YIOJHOMOYCHHBIC Ha OOpabOTKY MEepCOHAIBHBIX JaHHBIX
COTPYAHUKU OOSI3aHBI:

a) O3HAKOMHUTHCSI TOJBKO C TEMHU JOKYMEHTaMH, COACPIKAIIMMHU MEPCOHAJIbHBIC JaHHBIC, K
KOTOPBIM MOJTy4Y€H JOCTYII B COOTBETCTBHH CO CIY:KeOHOM HEOOXOJMMOCTHIO;

0) XpaHUTD B TallHE CTABIIIME U3BECTHBIMHU UM CBEACHUS, COJIEpP KAIUETIePCOHATBHBIC TaHHBIE,
noJJiexale 3anmre, HWHOOPMHUPOBATH HEMOCPEICTBEHHOTO pyKoOBoAUTENs O (akTax
HapylieHus Topsiaka paboTel C  MEPCOHAIBHBIMM  JAHHBIMM U O  TOMBITKAX
HECAaHKI[MOHMPOBAHHOIO JOCTYIA K HUM;

B) O JOMYIIEHHBIX HApPYIICHUSX YCTAHOBJIEHHOTO IMOPSAKAa pabOThl, ydeTa U XpaHECHHS
JIOKYMEHTOB, COJEp>KalllMX IepCOHalbHbIE IaHHbIE, a Takke O (QaKTax pasriamieHus
CBEJICHUM, COJEpKAIIUX IEePCOHAJbHBIC JaHHBIC, MOJJIEKAIMX 3aIIUTE, MPEICTABISThH
HEMOCPEJICTBEHHBIM PYKOBOIUTENISIM MUCbMEHHBIE O0BSICHEHHUS.

18. Corpynnuky, BUHOBHBIE B pa3sTAllEHMHd WM yTpaTe HH(OpMaLUH,
COZEpKAIllel TEepPCOHAJIbHBIE JaHHBIE, HECYT OTBETCTBEHHOCTh B COOTBETCTBUU C
3aKkoHoaresbcTBOM Pocceuiickoit denepanum.

19. Kontpoms 3a wucnonnennem corpyanukamu I'BOY OOII c.ITokpoBka

TpeboBaHUit HACTOSALINX IIpaBun BO3JIAraeTcst Ha PYKOBOJHUTEIIEH
CTPYKTYPHBIX
MOpa3IeICHUI

I'bOY ool

c.IlokpoBka 1 Ha3HAYEHHOTO NPUKA30M OTBETCTBEHHOTO JIMIIAa 32 OPTraHU3AIUI0
00pabOTKH MEPCOHATBHBIX JAHHBIX.
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